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Abstract

Storage clusters consistingof thousandsof disk drives
are nowbeingusedbothfor their large capacityandhigh
throughput.However, their reliability is far worsethanthat
of smallerstorage systemsdueto the increasednumberof
storage nodes.RAID technology is no longer suf�cient to
guaranteethenecessaryhigh datareliability for such sys-
tems,becausedisk rebuild time lengthensasdiskcapacity
grows.In thispaper, wepresentFAstRecoveryMechanism
(FARM),a distributedrecoveryapproach that exploitsex-
cessdiskcapacityandreducesdata recovery time. FARM
works in concertwith replication and erasure-codingre-
dundancyschemesto dramaticallylower theprobabilityof
data loss in large-scalestorage systems.We haveexam-
inedessentialfactors that in�uencesystemreliability, per-
formance, andcosts,such asfailure detections,diskband-
width usage for recovery, diskspaceutilization, diskdrive
replacement,and systemscales,by simulatingsystembe-
havior underdiskfailures.Our resultsshowthereliability
improvementfrom FARM and demonstrate the impactsof
variousfactorsonsystemreliability. Usingour techniques,
systemdesignerswill bebetterableto build multi-petabyte
storage systemswith much higher reliability at lower cost
thanpreviouslypossible.

1. Intr oduction

Five exabytes(5 � 260 bytes)of new informationwere
generatedin 2002,andnew datais growing annuallyat the
rateof 30%[22]. Systemdesignersarebuilding ever-larger
storageclustersto meetsuchrapidly increasingdemandon
datacapacitywith highI/O performance.Thenationallabs,
for instance,areplanningto build a two petabytestorage
systemfor usein large-scalescienti�c simulationsandex-
periments.This applicationmotivatesour research.

Advancesin storagetechnologyhave reducedcostand
improved performanceand capacity;however, disk drive

reliability hasonly improvedslowly. In a typical environ-
ment for large storagesystems,suchas supercomputing
systems,datalossis intolerable:losing just thedatafrom
asingledrive,while it might hold lessthan0.1%of theto-
tal storage,canresultin the lossof a large�le spreadover
thousandsof drives. A failure in a singledevice might be
rare,but a systemwith thousandsof deviceswill experi-
encefailuresandevengroupsof almostsimultaneousfail-
uresmuchmorefrequently. As an example,considerthe
InternetArchive [19], a digital library that containsover
100 terabytesof compresseddataandsuffers aboutthirty
disk failurespermonth. To make mattersworse,the time
to rebuild a singledisk is becominglongerasincreasesin
disk capacityoutpaceincreasesin bandwidth[16]. These
phenomenamake it challengingto ensurehigh reliability
for large-scalestoragesystems.

In thispaper, weproposeFARM (FAst RecoveryMech-
anism),which makesuseof declustering[2, 23, 25] that
reducesthetime to dealwith a disk failure. RAID design-
ers have long recognizedthe bene�ts of declusteringfor
systemperformance.Declusteringdistributesthemirrored
copiesor redundancy groupsacrossthedisk array, sothat,
aftera disk failure, thedataneededto reconstructthe lost
datais distributedover a numberof drivesin the disk ar-
ray. Thus,declusteringleadsto goodperformancefor stor-
agesystemsin degradedmode. FARM usesdeclustering
notonly to improveperformanceduringdatarecovery, but,
moreimportantly, to improvereliability. FARM dealswith
theconsequencesof failuresmuchfasterandthuslimits the
chancethatadditionalfailuresleadto datalossduring the
window of vulnerability. We examinedistributedrecovery
in averylarge-scalesystemandshow how FARM improves
reliability acrossa wide rangeof systemcharacteristics.

To the best of our knowledge, no researchyet has
been directed towards the architectureof such a high-
performance,large-scalesystemwith suchhigh reliabil-
ity demands.OceanStore[28] aims for a high availabil-
ity andhigh securityworld-wide peer-to-peersystem,but
doesnotprovidehighbandwidth.FARSITE[1] storesdata
in freedisk spaceon workstationsin a corporatenetwork.



While both systemshave concernssimilar to ours, they
have lesscontrol over the individual storagedevices and
they provide primarily read-onlyaccessat relatively low
bandwidths(megabytesper second).In principle, we are
closeto the classicalstoragesolutionssuchasRAID [6].
However, thesizeof oursystemis somuchlargerthatsim-
ply usingtraditionalRAID techniquesalonewill not pro-
videsuf�cient reliability.

We studiedFARM in a petabyte-scalestoragesystem
with thousandsof storagedevices. Storagesystemsbuilt
from Object-basedStorageDevices(OSDs),whichareca-
pableof handlinglow-level storageallocationandmanage-
ment, have shown greatpromisefor superiorscalability,
strongsecurity, and high performance[13]. Our mech-
anismsnot only provide high reliability for object-based
storagesystems,but also areapplicableto generallarge-
scaledatastoragesystemsbuilt from block devices. We
usetheterm“disk drives” to referto bothOSDsandtradi-
tionalblock devices.

Our simulationresultsshow that FARM is successful
acrossmost dataredundancy techniques.We also inves-
tigate the factorsthat in�uence systemreliability, includ-
ing failuredetectionlatency, datarecoverybandwidth,disk
spaceutilization, disk drive replacement,andoverall sys-
tem scales.With our reliability schemesandanalysisfor
relatedfactors,systemdesignerscanchoosethetechniques
necessaryto ensurethattheir storagesystemis suf�ciently
reliablefor their users.

2. FAst Recovery Mechanism

As the increasein capacityoutpacesthatof bandwidth,
disk rebuild time is increasing. During rebuilding, addi-
tional disk failurescan lead to dataloss. Traditional re-
covery schemessuchas RAID that rebuild the dataon a
faileddriveontoasinglereplacementdrivecannotguaran-
teesuf�cient reliability in largestoragesystems,aswewill
seein Section3. We proposea FAst RecoveryMechanism
(FARM) thatdeclustersredundancy groupsto speedup re-
coveryfrom diskfailureandthusto achievehighreliability
for very large-scalestoragesystems.In FARM, failureand
recoveryaretransparentto users.

2.1. RedundancyGroups

In orderto achievehighreliability in largesystems,user
datais storedredundantlyusingeitherreplicationor some
form of erasurecorrectingcodesuchasstoringtheparityof
agroupof blocks.Wecall agroupof datablockscomposed
of userdataandtheir associatedreplicasor parity / erasure
codeblocksa redundancygroup. Thesizeof aredundancy
groupis the total userdatain thegroup,not including the
replicasor parity blocks.
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Figure 1. Redundanc y group construction.

2.1.1. Data Distrib ution

Beforediscussingthecon�gurationschemesfor redun-
dancy groups,we give a brief illustrationof our system:a
petabyte-scalestoragesystembuilt from thousandsof disk
drives. Files arebrokenup into �x ed-sizeblocks; the de-
faultsizeof ablock is 1MB. A numberof blocksaregath-
eredin a collectionwith the mappingof block to collec-
tion doneby RUSH [17]. A collection is then assigned
to a redundancygroup by redundancy schemes,suchas
replicationor addingparity blocks. Collectionsof blocks
enableef�cient datamanagementandredundancy groups
provide enhancedreliability. We useRUSH againto allo-
cateredundancy groupsto storagedevices. Figure1 illus-
tratestheconstructionprocessof redundancy groupA and
B with two-way mirroring con�guration. Eachdatablock
is markedas � grp id � rep id � , wheregrp id is theidenti�er
of thegroupto which it belongsandrep id is its identi�er
in the group. Datablocks that residein the sameredun-
dancy grouparecalled “buddies;” they shareonegrp id
with variousvaluesof rep id.

2.1.2. Con�guration of RedundancyGroups

No redundancy schemeis simplerthanreplication. An
n-way mirroring schememaintainsn copiesof eachuser
datablock,eachresidingona differentdisk. Alternatively,
a parity schemeaddsa block containingthe(XOR) parity
of the userdatablocks. For higher failure tolerance,we
canuseanerasurecorrectingcode(ECC)to generatemore
thana singleparity block. Thesegeneralizedparity blocks
aremadeupof thechecksymbolsof thecode.

Therearemany goodcandidatesfor anECC.Sincedisk
accesstimesarecomparatively long, time to computean
ECCis relatively unimportant.A goodECC will createk
parity blocksof the samesizeas the m userdatablocks.
It will be able to reconstructthe contentsof any block
out of m parity or datablocks. Examplesof suchECCs
aregeneralizedReed-Solomonschemes[21, 27] andEven-
Odd[4]. Thesearegenericallycalledm� n schemes,where
n � m � k. An m� n schemegivesusm-availability, but must



(b) Disk3 fails after a while.

(c) Traditional RAID replicates data to a spare disk. (d) FARM distributes data replicas.

(a) The system works normally initially.
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Figure 2. Upon disk failure , diff erent behavior s with and w/o FARM.

updateall k parity blockswhenever a datablock changes.
If only a singleblock changes,this canoften be doneas
in RAID 5 by calculatingthe differencebetweenthe new
and the old userdata. The differenceis thenpropagated
to all parity blocks,which areupdatedby processingthe
differenceandtheold parity values.

The blocks in a redundancy group resideon different
disks,but eachdisk containsdatathatbelongsto different
redundancy groups.Weallocateredundancy groupsto disk
drivesin a fully distributedfashionusinganalgorithm[17]
that giveseachdisk statisticallyits fair shareof userdata
andparity data,so that readandwrite loadsarewell bal-
anced.A gooddataplacementalgorithmlimits theamount
of dataany diskscontributesto thedatarecovery process;
theonewe areusinghasthis property.

Thetrade-offsbetweenthedifferentredundancy mecha-
nismsareeaseof implementation,thecomplexity of parity
managementandrecovery operations,thebandwidthcon-
sumedby recovery[36], andthestorageef�ciency, i. e., the
ratiobetweentheamountof userdataandthetotalamount
of storageused.Two-way mirroring is easyto implement
andsimpleto run, but only hasa storageef�ciency of 1/2.
An m� n schemeis morecomplex andwrite performanceis
worse,but it hasbetterstorageef�ciency of m� n. Thereare
someschemesthatputauserdatablock into morethanone
redundancy group [15] andmixed schemesthat structure
a redundancy groupby datablocksand an (XOR-)parity
block,anda mirror of thedatablockswith parity.

Theconsequencesfor reliability of eachschemedepend
greatlyon thesystemin which they aredeployed. For ex-
ample,the FARSITE implementersnoticedthat failure of
storagesitescouldnolongerbeconsideredindependentfor
a replicationfactorm 	 4 [9]. In a large storagesystem,
placementandsupportservicesto thedisk introducecom-
monfailurecausessuchasalocalizedfailurein thecooling
system.

2.2. DesignPrinciples

Thetraditionalrecoveryapproachin RAID architectures
replicatesdataon a faileddisk to onededicatedsparedisk
upondiskfailure.Suchaschemeworksproperlyin asmall
systemconsistingof up to onehundreddisk drives,but it
fails to providesuf�cient reliability for systemswith thou-
sandsof disks.

Menon and Mattson[23] proposedthe distribution of
a dedicatedsparedisk in a RAID 5 systemamongall the
disks in the disk array. Eachdisk thenstoresblocks for
userdata,blocks for parity data,andblocks reserved for
datafrom the next disk to fail. Sometime after a failure,
a replacementdisk is rebuilt from the datadistributed to
thestoragearrayfrom thefaileddisk. Distributedsparing
resultsin betterperformanceundernormalconditionsbe-
causethe load is divided over onemoredisk, but hasthe
sameperformancein “degradedmode” (after a disk fail-
ure). In addition,reliability bene�ts greatlyfrom reduced
datareconstructiontimeafteradiskfailure[33], becauseof
asmallerwindow of vulnerabilityto furtherdrive losses.

The large storagesystemsthat we envision do not dif-
fer only in scalefrom disk arrays;they arealsodynamic:
batchesof disk driveswill bedeployedto replacefailedor
old disksandto provide additionalcapacity. Our proposal
for systemsof this sort reducesrecovery time by paral-
lelizing thedatarebuild processandincreasesredundancy
adaptivelywhensystemloadandcapacityutilizationallow.
We cancharacterizeFARM asfollows: A RAID is declus-
tered if parity dataandsparespaceareevenly distributed
throughoutthediskarray. Declusteringismotivatedbyper-
formance. FARM is declusteringat a muchhigherscale,
with a primary focus on reliability, though performance
alsobene�ts.

Figure2 illustratesthe principlesof FARM in a small
storagesystem,comparedwith a traditional RAID. For
simplicity, we usetwo-way mirroring. With disk 3 fails,
FARM createsa new replica for eachredundancy group
thathada replicaondisk 3, blocksC andE in Figure2(b).



Ratherthancreatingall of thereplicason a sparedisk, say
disk 5 shown in Figure 2(c), FARM distributes all new
replicasto differentdisks,asshown in Figure2(d). In a
storagesystemwith thousandsof disks,replicationcanpro-
ceedin parallel,reducingthewindow of vulnerabilityfrom
thetimeneededto rebuild anentiredisk to thetimeneeded
to createoneor two replicasof aredundancy group,greatly
reducingtheprobabilityof dataloss.

Our dataplacementalgorithm, RUSH [17] providesa
list of locationswherereplicateddatablockscango. Af-
ter a failure,we selectthedisk on which thenew replicais
going to residefrom theselocations.We call theselected
disk the recovery target, andthe locationsof the buddies
thathelpto rebuild therecoverysources. Therecovery tar-
get chosenfrom the candidatelist (a) must be alive, (b)
shouldnot containalreadya buddy from the samegroup,
and(c) musthave suf�cient space.Additionally, it should
currentlyhave suf�cient bandwidth,thoughif thereis no
betteralternative,we will stick to it. If we useS.M.A.R.T.
(SelfMonitoringandReportingTechnology)[18] or asim-
ilar systemto monitor the healthof disks,we areable to
avoid unreliabledisks. Unlike FARSITE [9], replicasare
notmovedonceplaced.

Even with S.M.A.R.T., the possibility that a recovery
targetfails duringthedatarebuild processremains.In this
case,we merelychooseanalternative target. If a recovery
sourcefails, andthereis no alternative,a datalossoccurs.
Otherwise,we replacethefailedsourcewith analternative
one.Theoccurrenceof this problem,whichwe call recov-
eryredirectionis rare.Wefoundthat,atworst,it happened
to fewer than8.0%of our systemsevenonceduringsimu-
latedsix years.

2.3. Reliability Factors

The reliability of a large storagesystememploying
FARM dependson the size and structureof redundancy
groups,the sizeof the blocks, the latency of disk failure
detection,thebandwidthutilized for recovery, theamount
of datastoredon disks,thenumberof disksin thesystem,
andtheway wereplacedisks.

Two inherentfactorsaffect theprobabilityof dataloss:
the total numberof the redundancy groupsacrossthesys-
temandthesizeof a singleredundancy group. Our previ-
ousstudy[37] showedthat thesetwo factorsbalanceeach
otheroutin thecaseof two-waymirroring,andthatthedata
loss probability is independentof the redundancy group
sizeunderthe idealizingassumptionof zerofailuredetec-
tion time andindependentredundancy groups.

Strategiesfor ef�cient failure detectionarebeyond the
scopeof this paper;we merelymeasuretheimpactof fail-
uredetectionlatencies,whichaddto therebuild times.The
speedof a rebuild dependsalsoon thedatatransferratefor

Table 1. Disk failure rate per 1000 hour s [10].

Period (month) 0-3 3-6 6-12 12-72
failurerate 0.5% 0.35% 0.25% 0.2%

Table 2. Parameter s for a petab yte­scale stor ­
age system.

Parameter BaseValue ExaminedValue

totaldatain thesystem 2PB 0.1–5PB
sizeof a redundancy group 10GB, 50GB 1–100GB
groupcon�guration two-waymirroring varied
latency to failuredetection 300sec. 0–3600sec.
diskbandwidthfor recovery 16MB/sec 8–40MB/sec

therebuild. This recoverybandwidthis not �x edin a large
storagesystem.It �uctuateswith the intensityof userre-
quests,especiallyif we exploit systemidle time [14] and
adaptrecovery to theworkload.

Storageoverheadin a large system is costly. At
$1/GB,thedifferencebetweentwo- andthree-waymirror-
ing amountsto millions of dollarsin a petabyte-scalestor-
agesystem. For this reason,we investigateddisk space
utilization.

FARM is a generalapproachto combatdisk failures
in large storagesystems. As storagesystemsgrow, rel-
atively rare failure typesbecomestatisticallysigni�cant.
FARM might not make a differencefor smallsystems,but
is neededfor large-scalesystems.

Finally, thebatchsize—thenumberof new disksintro-
ducedinto the systemat any one time—hasan effect on
reliability. Whennew diskdrivesareintroducedto thesys-
tem, datashouldbe migratedfrom old disks to the new
ones.Thenumberof thereplacementprocessesdetermines
thefrequency of datareorganizationandalsoaffectssystem
reliability, becauseof thepossiblefailuresin a batch.

3. Experimental Results

Since building a petabyte-scalereal large systemis
expensive, and running multi-year reliability testsis im-
practical at best, we ran our experimentsusing discrete
event-drivensimulationsbuilt with thePARSECsimulation
tool [24].

3.1. SystemAssumptions

Our experiments explored the behavior of a two
petabyte(PB) storagesystem,exceptasnoted.Depending
on theredundancy schemeemployed,thesystemcontains
up to 15,000disk drives,eachwith anextrapolatedcapac-
ity of 1TB andan extrapolatedsustainablebandwidthof
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Figure 3. Reliability comparisons of systems
with and without FARM data protection, as­
suming that latenc y to failure detection is
zero (1000 runs for each). m
 n schemes are
discussed in Section 2.1.2.

80MB/sec (basedon the 56MB/sec of the current IBM
Deskstar[8]). We assumethat recovery can useat most
20%of theavailabledisk bandwidth,andthateachdevice
reservesno morethan40% of its total capacityat system
initialization for recovereddata.We de�ne thesizeof a re-
dundancy groupto betheamountuserdatastoredin it, and
vary thisamountfrom 1GB to 100GB.

It is well-known thatdisksdonot fail at a constantrate;
the failure ratesareinitially high, thendecreasegradually
until disks reachtheir End Of DesignLife (EODL). The
industryhasproposeda new standardfor disk failure dis-
tribution [10, 35]. We assumeour disk driveshave a typi-
calEODL of 6yearsandfollow Elerath[10] for thefailure
ratesenumeratedin Table1.

Table2 lists thedefaultvaluesof thesystemparameters
togetherwith the rangeof valuesthatwe usedto quantify
thetradeoffs in thedesignof our system.

3.2. Reliability Impr ovement

We �rst measuredtheimprovementin reliability gained
by usingFARM in a large-scalestoragesystem.We con-
structedredundancy groupswith six typesof con�gura-
tions: two-waymirroring(1 
 2), three-waymirroring(1 
 3),
two RAID 5 schemes(2 
 3 and4 
 5),andtwo ECCcon�gu-
rations(4 
 6 and8 
 10). We thencomputedtheprobability
of dataloss in a two petabytesystemcon�gured with the
baseparameterslisted in Table 2, both with and without
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Figure 4. The effect of latenc y to detect disk
failures on overall system reliability under
various redundanc y group sizes.

FARM dataprotection,assumingthelatency to failurede-
tectionis zero.We furthervariedthesize(usablecapacity)
of the redundancy group between10GB and 50GB. We
simulatedoursystemfor six years.At theendof six years,
theremainingdiskswouldbeneartheendof their livesand
bereadyto bereplaced.

Our results,shown in Figure3, demonstratethatFARM
always increasesreliability. RAID 5-like parity without
FARM fails to providesuf�cient reliability. With two-way
mirroring,FARM reducesprobabilityof datalossdown to
1–3%,ascomparedto 6–25%without FARM. 3-way mir-
roring limits theprobabilityof datalossto lessthan0.1%
during the �rst six years,similar to theprobabilityof 4 
 6
and8 
 10with FARM.

Figures3(a)and3(b) show that thesizeof redundancy
groupshaslittle impacton systemsusingFARM, but does
matterfor systemswithout FARM. Our earlierstudy[37]
foundthatdatalossprobabilityis independentof groupsize
undertwo-waymirroringwith FARM, if thelatency of fail-
ure detectionis zero. Without FARM, reconstructionre-
questsqueueupat thesinglerecovery target.Datalossoc-
cursif any of therecoverysourcesor their alternativesfail
beforetheblock is reconstructed.With smallerredundancy
groups,therearemorerecoverysourcesthatcanfail during
thattime,sothattheprobabilityof datalossincreases.
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3.3. Latency of Failur eDetection

After adiskfails,we�rst needto identify thefaileddisk
andthenreconstructthe datathat wason it. The window
of vulnerabilityconsistsof thetime to detecta failureand
the time to rebuild the data. Discovering failure in such
a large systemis not trivial andwe cannotneglect the la-
tency to failuredetection.Whenwe investigatedits impact
onsystemswith redundancy groupsizesrangingfrom 1GB
to 100GB undertwo-waymirroringplusFARM, we found
that systemswith smallergroup sizesare more sensitive
(Figure4(a)). It takeslesstimeto reconstructsmaller-sized
groups,so a constantfailure detectionlatency makes up
a much larger relative portion of the window of vulnera-
bility. For example, it takes 64 secondsto reconstructa
1GB group,assumingreconstructionrunsat a bandwidth
of 16MB/sec, while it takes 6400 secondsfor a 100GB
group. If it takes10 minutesto detecta failure,detection
latency represents90.4%of thewindow of vulnerabilityfor
theformer, andonly 0.86%for thelatter. We hypothesized
that the ratio of failuredetectionlatency to actualdatare-
covery time determinesthe probability of dataloss. Our
results,summarizedin Figure 4(b), show that this is the
case.

3.4. Disk Bandwidth Usagefor Recovery

Data rebuild time can be shortenedby allocating a
higherportionof device bandwidthto recovery. To gauge
theimpactof recoveryon usablebandwidth,we examined
variousdisk bandwidthscontributedto datarecovery in a
2PB storagesystemwith two-way mirroring undertheas-
sumptionthatfailuredetectionlatency is 300seconds.

As expected,the probability of dataloss decreasesas
the recovery bandwidthincreases(Figure5). In all cases,
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Figure 6. Disk utilization for ten randoml y se­
lected disks. Utilization was measured at the
star t of the sim ulation period and at the end
of the six year period. The size of redun­
danc y groups is varied as 1 GB, 10 GB and
50 GB.

we observed that the chanceof data loss is higher for a
smallergroupsize,dueto the impactof failure detection
latency. High recovery bandwidthimprovessystemrelia-
bility dramaticallyfor thesystemswithoutFARM, but does
nothaveapronouncedeffectwhenFARM is used.Thead-
vantageof higherrecoverybandwidthis to reducethedata
rebuild time,but FARM hasalreadycut recovery time dra-
matically, sothatfurtherreductionsfrom higherbandwidth
utilization achieve little improvement.Without FARM, re-
covery time is quite long dueto thesinglerecovery target,
sohighrecoverybandwidthcangreatlyimprovereliability.
In systemswheredisksaremuch lessreliable,or storage
capacityexceedspetabytes,high recovery bandwidthcan
beeffectiveevenwhenFARM is used.

3.5. Disk SpaceUtilization

FARM distributesboth dataand redundancy informa-
tion acrossthewholesystem.As disksfail, datastoredon
themis redistributedto the restof the system;it is never
recollectedto asingledisk. Thisapproachhasthepotential



1GB 10GB 50GBstatistical values
initial state six yearslater initial state six yearslater initial state six yearslater

mean 400GB 442.33GB 400GB 442.33GB 400GB 442.33GB
standarddeviation 1.41GB 6.44GB 18.03GB 26.41GB 81.52GB 92.53GB

Table 3. Mean and standar d deviation of disk utilization in the system initial state and after the end of
disk lif etime (six years). Redundanc y groups are con�gured as 1 GB, 10 GB and 50 GB, respectivel y.

to introduceimbalancesin theactualamountof datastored
on eachindividualdrive. However, our techniquedoesnot
suffer from thisproblem,asdemonstratedbyanexperiment
summarizedin Figure6. We �rst usedourplacementalgo-
rithm to distributedataon 10,0001TB diskswith anaver-
ageutilization of 40%, includingbothprimaryandmirror
copiesof data.Wethensimulateddiskfailuresanddatare-
constructionfor six yearsof simulatedtime; themeanand
standarddeviation of capacityutilization are listed in Ta-
ble 3. Smaller-sizedredundancy groupsresult in a lower
standarddeviation on capacity, althoughthe meanvalues
staythesame.Figure6 shows the load for ten randomly-
chosendiskdrivesbothbeforeandafterthesix yearsof ser-
vice. Disk 3 failedduringtheserviceperiodsoit doesnot
carryany load. The othernine disk driveshave increased
their disk spaceusagedue to the distributed redundancy
createdby FARM. The unevennessin datadistribution is
causedby the relatively large ratio of redundancy group
sizeto disk size.Reducingredundancy groupsizeto 1GB
would alleviate this problemand balancedisk utilization
better, but at the costof lower reliability, asdescribedin
Section3.2.

3.6. Disk Dri veReplacement

Large-scalestoragesystemsare always dynamic: old
disk drivesareremovedwhenthey fail or retire, andnew
diskdrivesareaddedtosatisfythedemandsof diskreplace-
mentanddatacapacitygrowth. It is typically infeasibleto
adddisk drivesoneby oneinto large storagesystemsbe-
causedoing so would requiredaily (if not morefrequent)
drive replacement.Instead,a clusterof disk drives,called
a batch, is added.Thechoiceof batchsizedeterminesthe
replacementfrequency andthe amountof datathat needs
to migrateonto new drivesin orderto keepthe systemin
balance.

The newly-addeddisks comefrom different disk vin-
tagesandhave variousstoragecapacities.Thereorganiza-
tion of datashouldbebasedon theweightof disks,deter-
minedby disk vintage,reliability properties,andcapacity.
Thedeterminationof theseweightsis not within thescope
of thepaper;currently, theweightof eachdisk is setto that
of theexistingdrivesfor simplicity.

Largebatchsizescanhave a negative impacton system
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Figure 7. Effect of disk drive replacement
timing on system reliability , with 95% con­
�dence inter vals. New disks are added in the
system after losing 2%, 4%, 6%, and 8% of the
total disks. The size of redundanc y groups
is 10 GB.

reliability becausethey introducea large numberof new,
andhencemorefailure-prone,disks into the system. We
call this the cohort effect. We experimentedby replacing
failed disk drivesoncethe systemhaslost 2%, 4%, 6%,
and 8% of the total numberof disk drives. As Figure 7
reports,thecohorteffect is not visible usinga redundancy
groupsizeof 10GB, in largepartbecauseonly about10%
of thedisksfail duringthe�rst six years.As a result,disk
replacementhappensabout� ve timesat the batchsizeof
2%andaboutonceat8%,assumingthattotaldatacapacity
remainsunchanged.Thenumberof disksin eachreplace-
mentbatchis 200for 2% and800for 8%,sothatonly 2%
and8% of the dataobjectsmigrateto newly-addeddisks.
This numberis too small for the cohort effect, so batch
sizeandreplacementfrequency doesnot signi�cantly af-
fect systemreliability. Thus,thereis little bene�t beyond
delayingsomecostto just-in-timereplacement.

3.7. SystemScale

Our �ndings applynotonly to a2PBsystem,but to any
large-scalestoragesystem. As expected,the probability
of dataloss, shown in Figure 8(a), tendsto increaseap-
proximatelyat a linear rateassystemscalesfrom 0.1PB
to 5PB. For a 5PB storagesystem,FARM plus two-way
mirroring achievesa datalossprobabilityaslow as6.6%.
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Figure 8. The probability of data loss in a stor ­
age system under FARM is appr oximatel y lin­
ear in the size of the stora ge system. The size
of redundanc y groups is 10 GB.

However, RAID 5-like parity cannotprovideenoughrelia-
bility evenwith FARM. Usinga 3-way mirroring,6 out of
8,or 8 outof 10schemewith FARM, theprobabilityof data
lossis lessthan0.1%. This resultis not unexpected—itis
well-known thata systemwith twice asmany disksis ap-
proximatelytwiceaslikely to fail givenotherwiseidentical
parameters.

Disk vintage[10] is an importantaspectin systemre-
liability. Disk driveswith variousvintagesdiffer in fail-
ure ratesand even failure modes. We set up disk drives
with failure ratesas twice high as the disk vintagelisted
in Table1 andvary thesystemscale.We observeda sim-
ilar trendin increaseof datalossprobability from the re-
sultsshown in Figure8(b). As the failure rateof individ-
ual drivesdoubledandtherestof thecon�gurationstayed
the same,the probability of datalossmorethandoubled.
This is dueto severalfactors,includinganincreasedlikeli-
hoodof failurewhenoneor bothdisksarenew. Webelieve
thatkeepingdisk failurerateslow is a critical factorin en-
suringoverall systemreliability becausesystemreliability
decreasesata ratefasterthanindividualdisk reliability de-
creases.

4. RelatedWork

Systemdesignershave long tried to build morereliable
storagesystems.Techniquessuchasdiskmirroring[3] and
RAID (RedundantArrays of IndependentDisks) [6] have
beenusedfor many yearsto improvebothsystemreliability
andperformance.Theuseof morepowerful erasurecodes
for RAID [5, 27, 32] can improve reliability to the point
whereit maybesuf�cient for a multi-petabyte�le system,
but the overheadof using sucherasurecodeswill likely
reducesystemperformance.

Traditionally, systemdesignerswere more concerned
with systemperformanceduring recovery than they were
with reliability, sincesmallersystemscan be highly reli-
ableeven with relatively simpleredundancy mechanisms.
To addresstheproblemof reducedperformanceduringre-
covery from a failure, MenonandMattson[23] proposed
“distributedsparing,” in which thesparedisk is brokenup
anddistributedthroughthearray. In suchanarray, thereads
for a datarebuild aredistributedto all disks,andthe disk
itself is “rebuilt” onto the sparespaceavailable in the ar-
ray, distributing therecovery loadto all of thedisksin the
systemandreducingtheperformancepenaltyof recovery.
Muntz andLui [25] proposedthat a disk arrayof n disks
bedeclusteredby groupingtheblocksin thediskarrayinto
reliability setsof sizeg. Later, Alvarez,et al. [2] devel-
opedDATUM, a methodthatcantoleratemultiple failures
by spreadingreconstructionaccessesuniformly over disks
basedon informationdispersalasacodingtechnique.DA-
TUM accommodatesdistributedsparingaswell. Theprin-
ciple of theseideascomescloseto thespirit of fastrecov-
ery schemes.However, our fastrecovery mechanismsare
not only usedfor avoiding performancedegradationunder
disk drive failuresbut also,moreimportantly, for improv-
ing reliability. In addition,thepreviousstudiesdid not use
abathtubcurvefor diskfailurerates,reducingtheaccuracy
of their experiments.

Therehasbeensomeresearchbeyond RAID in relia-
bility and recovery for large-scalesystems,thoughmost
has focusedon the useof storagein wide-areasystems.
OceanStore[28] is an infrastructurethat provides high
availability, locality, and securityby supportingnomadic
data.It useserasurecodingto provide redundancy without
the overheadof strict replicationand is designedto have
a very long meantime to data loss. An analysisof the
reliability of OceanStore[36] showed that erasurecodes
had higher reliability than pure redundancy for a given
amountof storageoverhead;however, the study did not
explore generalcharacteristicsof large-scalestoragesys-
tems. Other peer-to-peersystems,suchas Pangaea[31],
PAST [30], CFS[7], andGnutella[29] weredesignedwith
high replicationsincethey are limited to read-onlydata.
However, in read/write�le systems,very largereplication



factorswould not be practicalbecauseof both storageef-
�ciency and overheadnecessaryto maintaindataconsis-
tency. Ivy [26], a read/writepeer-to-peersystem,doesnot
addressreplicationissues.

In the Google�le system[12], a singlemastermakes
decisionson data chunk placementand replications. A
data chuck is re-replicatedwhen its numberof replicas
falls below a limit speci�ed by users.Grid DataFarm[34]
stores�les as replicatedfragmentsin distributed storage
resources.We considermoregeneralredundancy schemes
likeerasurecoding.In FARSITE[1], adirectorygroupen-
suresthatthe�les they storeareneverlost,againrestricting
replicationfor a given block to a particulargroupof ma-
chines.FARSITE assumesthatrecovery is suf�ciently fast
thatdatais never lost; in a multi-petabyte�le system,this
assumptionmaysimplynothold.

Petal [20], a distributed storagesystemthat is highly
available and easyto manage,useschained-declustering
dataplacementschemeandprovideshighfailuretolerance.
Recently, FAB (FederatedArray of Bricks) [11] extended
Petalwith betterreplicationandloadbalancingalgorithms.
FAB provides reliability by grouping data segmentsto-
getherandreplicatingthegroupsover severalbricks. The
managementof groupsin FAB comescloseto that of re-
dundancy groupsin our system.However, they did notad-
dressthevariousissuesin dynamicstoragesystemssuchas
failuredetectionlatency anddiskbandwidthutilization.

5. Conclusions

Traditionalredundancy schemescannotguaranteesuf�-
cientreliability for petabyte-scalestoragesystems.Simply
increasingthenumberof replicasis cumbersomeandcostly
for read/writesystems,andusingmoutof n schemes,while
cheaper, is also more complex. In response,we devel-
opedFARM, a fastrecoveryschemethatdistributesredun-
dancy on demandeffectively to improve reliability. Data
objectsareclusteredinto redundancy groupsthatmayuse
variousreplicationanderasure-codingschemes.We have
demonstratedthatFARM providesmuchhigherreliability
for large-scalestoragesystems.Our resultsshow thatfail-
uredetectionlatency affectsreliability greatlyfor smallre-
dundancy groups,andthattheratioof recoverytimeto fail-
ure detectionlatency is crucial. We found that allocating
a higherportionof bandwidthto recovery doesnot have a
pronouncedin�uencefor FARM becausedatarebuild times
havealreadybeengreatlyreducedby FARM. Wehavevali-
datedFARM for generallarge-scalestoragesystemsof dif-
ferentsizes.

Our work offers a more effective redundancy mecha-
nism for designersof large-scalestoragesystems,espe-
cially thosethatmustprovide high datareliability. By de-
velopingmoreeffective redundancy techniquesfor large-

scalestoragesystemsand quantifying the effects of dif-
ferent parameterson the reliability of such systems,we
haveprovideddesignersof petabyte-scalesystemsthetech-
niques they need to build the high-performance,high-
capacitysystemsdemandedby scienti�c computationand
“computing utilities.” By applying thesetechniques,de-
signerscanensurethattheirsystemsfeaturehighreliability
aswell ashighperformance.
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